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“P4Debugger: NapakoAouBOnon aAlaywv SIKTUOU XPNOLLOTIOLWVTOG
NPOoAPUOCHEVEG KEPAALDEG Kal Kataypadn MvaKwv”

NepiAnyn

OL aU€aVOUEVEG AMALTACEL TWV KATAVOAWTWY YLot olmoSOTIKO Kal EVEAKTO OikTuo
€XOUV 00NyNoeL TIG emixelpnoelg va enektaboulv oto Software Defined Networking
(SDN). To SDN eivatl pia texvoloyia mou aAAdlel tov Tpomo Asttoupyiag Twv SIKTOWV
Slaxwpilovtag tn Aoylkri eAéyxou tou OIKTUOU QMO TO UTIOKE(MEVA switches Kal
routers, TPOwWOWVTAC TOV CUYKEVIPWTLOUO TOU EAEYXOU TOU SIKTUOU KAl ELOAYOVTAC
™ SuVaTOTNTA TPOYPAUUATIONOU TOU. AUTO ETUTPETIEL OTOUC SLAXELPLOTEC SIKTUOU Vol
XPNOLUOTIOLOUV  OUOKEUEC OIKTUOU  KOL  va T EMOMTIEUOUV OO €vav
npoypappoti{lopevo  eheyktr).  Qotoco, n  Sapdpdwon  aUTwV  TWV
TIPOYPOAUUOTI{OUEVWV OUOKEUWV OE OUVOUOOMO HME TN ONUAVIIKY avénon twv
kedaAidwv mpwTtokOAAoU, au€AVEL TNV TTOAUTIAOKOTNTA KAl TIC KOOLOTA EMIPPETIELC O€
odalpata. To P4 eival pia yAwaooa mou Asttoupyet oe cuvduaopo pe toSDN, n omola
ekppalel TOV TPOMO HME TOV oOmolo Ta TOKETA Tpowbouvtal omo TIC
TIPOYPOAUUOTI{OUEVEC OUCKEUEC OIKTUOU KoL €xouv Tn Suvatotnta TPoodNKNg
TIPOCAPUOCUEVWY KEDAAISWY 0 TTAKETA.

Ie QUTAV TNV epyaocia, €lodayoupe to P4debugger, éva mpwtdtumo mpoypappa
EVTOTULOMOU odaApdTtwy Siktuou yla tpoypappatiotég SDN to onoio ekpetaAAeveTal
TLG LKAVOTNTEG TOU P4. To mpoypappa evioniopol opaipdatwy xwpiletoal og Vo pépn.
To MpwWTO HEPOC €lval OTL XPNOLUOTIOLOUUE ML TIPOCAPUOCUEVN KedaAida yla va
glodyoupe MAnpodopia oe KAOe MOKETO TOU MEPVAEL amd To switch pe amotéAeopa
VOl UTTOPOUE VO KAVOUHE LXVNAATNON TOU TIAKETOU, VA EVIOTILOOUE TUXOV BpoXoug,
KaBwg Kot va eAEyEoupe yla kamola mapafioon tng mMoALTIkAG Tou Siktuou. MNa Tov
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€\eyxo twv emumAéov MAnpodopLwy, XPNOLUOTOLOUE TIOPATNPNTEG TTOU aVaAUOUV
SELYUATOANTITIKA Ta TIAKETA TIOU TTEPVOUV o KAaBe switch. OL SLaxelploTég SiKTUoU
XPNOLLOTIOLWVTOCG TOUG TIOPATNPNTEG, KATAVOOUV Tn cupnepldopd tou SIKTUOU HE
Baon ta nmedla otnv Mpooapuoopévn KepaAida Twv mMakeETwy. To SeUTEPO UEPOG TNG
edappoyng pog elval OTL oL eAEYKTEG Mg amoBnkelouv TOUG TIVAKEG PONG TIPLY
KAvouv omoleodnmote aAlayEG o€ auTouc. Kataokeudoape pia epapuoyr Llotou yla
T(POETILOKOTINGN KOG OTITIKNAG QVAOPACTOONG TNG TOMOAOYLag Tou SIKTUOU Kal HE
Baon TG poEG Mo eixe To switch o€ LA CUYKEKPLUEVN XPOVLKA OTLYUN, N edappoyn
LOTOU TIPOCOUOLWVEL TN cuuTEpLdOPA TNG. XPNOLUOTIOLWVTAC QUTAV TNV £dapuoyn
LOTOU, 0 Xpnotng eival oe B€on va mapatnprnost tTnv SuvatotNTA MPOCEYYLONG TOU
Siktuou KaBwg kat mpoBAnuata 6nwg ot Bpdyot.

A&lohoyoupue tn StatplPn pag napouvaotalovrag tpia cuvndn Aabn mou mapatnpouv ot
TiPOYPOUMOTIOTEG SDN, Ta omola mapéxouv Eva oTabepod MAPASELYHA YO TO WG TO
P4debugger BonBa £vav mpoypappaTLoTh va Bpet TV Ny tou mpoBAnuatog. TEAOG,
UTTOAOY(OQLE TIG ETULMTWOELG TIOU €XeL 0 P4debugger 6oov adopad tnv anodoon tou
SiktUou, KataAnyovtoag OTL OuvelopEPOupE £€va TIOAUTIHO €pyaleio  OTOUG
SlaxelploTtég Siktuou.
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"P4Debugger: Tracing through Network Changes using custom headers and table
versioning”

Abstract

The increasing consumer demands for network performance and flexibility have led
enterprises to expand in Software Defined Networking (SDN). SDN is a technology that
changes the way that networks work by separating the network's control logic from
the underlying switches and routers, promoting centralization of network control, and
introducing the ability to program the network. This allows Network administrators to
use network devices and supervise them from a programmable controller. However,
configuring these devices in combination with the significant growth of protocol
headers increases the complexity and makes them prone to bugs. P4 is a language that
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works in conjunction with SDN, which expresses how packets are forwarded by the
programmable network devices and have the ability to add custom headers to
packets.

In this thesis, we introduce P4debugger, a prototype network debugger for SDN
developers which exploits the abilities of the P4. Our debugger is divided into two
parts; The first part is that we taint each packet that passes through the switch with
some information that allows us to backtrace them, detect loops, as well as inspect
them for any policy violation. For inspecting the extra information, we use monitors
that sample and analyze the packets that pass through each switch. Network
administrators can preview from these monitors the behavior of the network based
on the fields in the custom header of the packets. The second part of our
implementation is that our controllers save the state of the flow tables before they
make any changes to them. We implemented a web app to preview a visual
representation of the network topology, and based on the flows the switch had at a
specified time, the web app simulates its behavior. By employing this web app, the
user is capable of observing the reachability as well as problems such as network
loops.

We evaluate our thesis by presenting three errors commonly seen by SDN
programmers, which provide a solid example of how P4debugger helps a programmer
find the source of the problem. Finally, we calculated the overhead that P4debugger
applies to the network topology, concluding that we contribute a valuable tool to
Network administrators.



